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What is HIPAA?

The Health Insurance Portability and Accountability Act (HIPAA) was created to safeguard Protected Health Information (PHI).  The privacy rule became effective April 14, 2003.  
Who is covered by HIPAA regulations?

Doctors, clinics, hospitals, dentists, nursing homes, pharmacies that transmit data are covered as well as health plans and health care clearing houses.  HIPAA expanded to include business associates, defined as any person or organization who acts of behalf of a covered entity that involves use or disclosure of PHI.
What is PHI?

PHI is demographic information related to a person’s past, present or future mental or physical health condition; health care provided to an individual; past, present or future payment for provision of health care that identifies the individual.  PHI also includes common identifiers such as name, birthdate, social security number and address.   
Who should see PHI?

Only the people who need the information for business or care purposes should have access to PHI.  If unsure about a request for PHI, don’t release information without checking with asking your supervisor or Medical Records. 

Can we release PHI without the resident’s permission?

Yes. These are in circumstances usually associated with law enforcement or other regulatory agencies.

What are the HIPAA regulations on resident’s rights?

Patients/residents have the right to:

· receive notice about our privacy practices;

· see their medical record and get a copy within 30 days (note that certain parts of a record might not be available, such as psychotherapy notes);

· request an electronic copy of their healthcare information held in an electronic health record (EHR);

· request information in their record be amended.
·   If the clinician disagrees with the amendment, the patient must be notified in writing
· know with whom their information has been shared;

· Does not include all disclosures, such as for treatment or payment;

· Must provide a record of disclosures of PHI

· decide how their information is used or shared by a signed authorization, with exceptions, such as payment

· whether or not their information is shared 

· Can request to share with family and friends

· Providers can use professional judgment if in the best interest of patient to share information with others

· Must share if imminent threat to themselves or others

· may restrict disclosure to health plans if they pay privately

· direct how they wish to be contacted, such as with a specific phone number and if messages can be left;

· register a complaint and have concern addressed without retaliation 
When can we share PHI with resident’s family members and the public?

You need to follow the resident’s direction on disclosure to others.  This should be indicated in the chart on the HIPAA consent signed at admission.  If in doubt, refer to your supervisor.  PHI cannot be sold without the resident’s authorization.
How do we inform resident about HIPAA?

A copy of our notice of privacy practices is made available to residents/patients at admission.  A copy is provided if desired.  Residents can opt out of fundraising and marketing communication.

What should I do if I make a mistake and PHI is disclosed?

Notify your supervisor immediately to ensure we follow appropriate notification procedures.  
Electronic Security Issues:

Do not share passwords and make sure you computer is secure when you are not at your workstation.  Make sure that PHI is secure from unnecessary access.  For emails with protected information, ensure you follow protocols to encrypt the information.
Who can answer questions about HIPAA?

Mary Ann McIntosh is our Privacy Officer. Barbara Griswold is our Security Officer, and John Hovey is our Corporate Compliance Officer.  These resources are available for questions.
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